
Japan’s High-Tech Local Governments 
 

Mobile Cloud Security and Disaster Prep at Kamiamakusa City 

Kamiamakusa City, Kumamoto 
Formed March 31, 2004 
Merger of  4 smaller towns 
 
Population: 28,194* 
Area:  126.91 km2 

Staff:  315 
Computers: 930 
 
Core Products: Server 2012 
  Windows 10 
  Windows 7 
  Office 365 
 
Shinobi Products: 
SDS™ Evolution DLP™ 
SDS™ Tracer 
SDS™ Internet 
SDS™ Manual Encryption 
*As of May 31, 2017 

Verdant mountains and azure seas decorate the many islands of Kamiamakusa City. The city is experiencing a surge 

of visitors and new residents seeking the rich and beautiful wildlife and soothing countryside vibe. 

The Kamiamakusa City Office holds 300 staff members and almost 1,000 computers handling the data of its 30,000 

citizens. In light of the 2011 Fukushima and 2016 Kumamoto earthquakes, they have undertaken a huge project to 

migrate large portions of their systems to the cloud. They chose to protect their data using Shinobi Defense Sys-

tem due to its low profile and compatibility with Office 365. 
 

Before You Read: Read abut Japan’s “My Number” citizen ID platform and Pension Service hack. 

https://bit.ly/2EBgtmw  https://bit.ly/2GPFtwv 

Typhoons and Earthquakes, Hacks and Leaks 

   In a rapidly growing cyberthreat scene, the Japanese 

government was aiming to replace the obsolete and un-

popular “Jyuki Net” with a more secure and useful “My 

Number” system. This would assign ID numbers to citizens 

to facilitate collaboration between local and national gov-

ernment bodies. Not long before its implementation, a 

hack at Japan’s Pension Service leaked over a million citi-

zens’ protected records, forcing the government to recon-

sider its approaches to cybersecurity. 

   Nao Kawabata, former associate director of the Ka-

miamakusa City IT Promotion Office, told us how the attack 

changed his stance. “We initially were only concerned 

about accidental or malicious data leakage by inside actors, 

but the Pension Service hack reminded us that we needed  

 

protection against data theft by external actors as well.” 

   Kamiamakusa City also faced a challenge unique to 

their geography. They are often hit by young typhoons at 

the peak of their strength and experience frequent earth-

quakes including the April 2016 Kumamoto Earthquakes 

that hit the highest level on Japan’s seismic scale for the 

fourth and fifth times since its revision in 1995. 

   “We had bolstered our disaster resilience on the hard-

ware side by installing backup generators and moving our 

office and computers to the main city office, next to the 

Disaster Prevention Office. To protect our data and main-

tain operations during a disaster, we moved our mission-

critical systems to the cloud and implemented Office 365,” 

said Mr. Kawabata. 

L:  Mr. Nao Kawabata, Former Associate Director, IT Promotion Office 
R:       Ms. Chie Yamaguchi, Director, IT Promotion Office 
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Choosing Shinobi Defense System™ Evolution DLP™ 

   In a disaster, speed is of the essence. Kamiamakusa 

City was looking for a powerful security solution, but sacri-

ficing usability was out of the question. Mr. Kawabata told 

us about the dilemmas he faced while looking for a security 

solution. “Some required the user to manually encrypt out-

going data, and some encrypted every file on our systems. 

We know people would eventually develop a habit of skip-

ping manual encryption. Encrypting all of our files would 

not only inflate the sizes of our files, but we’d also risk cor-

rupting irreplaceable data in encryption errors. We needed 

a solution that wouldn’t encrypt the storage itself but only 

files that left our systems, regardless of file extension.” 
 

Security with No Rules 

   Mr. Kawabata soon realized that Evolution DLP™ fit all 

of their needs. The “Security with No Rules” approach takes 

the responsibility of data protection off the users and 

leaves it to the PC. “After deployment, we gave a 5-minute 

seminar and handed out a brief manual. Everyone was 

ready to go after that,” he says. “Sometimes it’s so invisible, 

we forget that it exists! But because the encryption is auto-

matic, there’s no damage if we forget.” 
 

Flexible Security for a Segmented Network 

   After the Pension Service hack, local governments 

were urged to separate their systems into three segments: 

the Internet segment, connected to the world wide web; 

the LGWAN segment, connected to the Local Government 

WAN network for local and national government organiza-

tions; and the My Number segment, which carries My Num-

ber information used by the city and must be isolated from 

the other two segments. 

   Kamiamakusa City deployed SDS with identical rules 

on the LGWAN and Internet segments, and stricter rules on 

the My Number segment. Ms. Chie Yamaguchi, director of 

the IT Promotion Office, explained to us, “My Number sys-

tem security is our top priority, so we require staff to not 

only use the Release Request Folder but also submit a writ-

ten request to take out any files.” They installed multiple 

encryption key seeds so that files encrypted on the LGWAN 

and Internet segments could be decrypted on My Number 

systems, but not the opposite - creating a virtual one-way 

path for information between the systems. 
 

Seamless and Lightweight for Cloud and Mobile 

   In addition to the segmented networks, Kamiamakusa 

City had an Office 365 environment to secure. SDS’s Office 

365 integration allowed their staff to view and edit encrypt-

ed Office 365 files through their browsers. “Everything is 

automatic, and SDS History lets us keep track of all ac-

tions,” says Mr. Kawabata. 

   In an emergency, city officials must keep track of citi-

zens all over the city. “We gave each of our staff tablet PCs, 

but we had to keep costs low,” said Ms. Yamaguchi. “We 

chose devices with modest specs and added them to the 

Internet segment.” Although Ms. Yamaguchi was afraid that 

these computers could not handle automatic encryption 

and high-resolution logging, Shinobi’s low resource usage 

allowed them to use low-spec, low-cost PCs without any 

noticeable drops in performance. 
 

Result: Maximum Security, Minimum Stress 

   Network segmentation and disaster resilience gave rise 

to a unique system structure at the Kamiamakusa City Of-

fice. The city is now secured from data loss with no burden 

on the user except when releasing - and this acts as a regu-

lar reminder for security awareness. Their budget machines 

show no signs of slowing down, and they are prepared for 

user error, data theft, typhoons, and earthquakes alike. 
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