
Japan’s High-Tech Local Governments 
 

Securing Thin Client and Sensitive Systems at Ichihara City 

Defense on the Inside, Defense on the Outside 

   After the “Jyuki Net” citizen database failed miserably 

with a mere 5% participation rate, the Japanese govern-

ment launched an initiative to revamp it into the more con-

venient and useful “My Number” system on January 1, 

2016. On June 2015, it was revealed that the Japan Pension 

Service had been hacked three months prior, leaking over a 

million citizens’ protected records. To ensure the safety of 

the new system, local and national government organiza-

tions scrambled to better secure their data. 

   Ichihara City was among the earliest to react to this 

news and almost immediately started their search for an 

upgrade of their data security measures. 

   “We wanted to implement strong cyber defense by 

January 1, 2016 so that we could be prepared for any- 

 

thing,” said Mr. Takahiro Kiuchi, Manager at Ichihara City’s 

IT Promotion Team. The city’s initial defense strategy fo-

cused on stopping attacks from outside actors by using 

network segmentation, perimeter defense products, and a 

server-based computing/thin-client environment that puts 

much of the endpoints’ processing to the city’s datacenter. 

   “However,” Mr. Kiuchi continued, “we realized that with 

data exfiltration attacks becoming more sophisticated by 

the day, we would be helpless against any attackers that 

manage to breach our perimeter defenses. Under the as-

sumption that we would be breached, we put up a public 

request for proposal for an encryption solution that would 

make any file that exits our perimeter without our express 

intent unreadable.” 
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Case Study 

Facing Tokyo Bay is an industrial region with the second highest revenue in Japan. This is Ichihara City, Chiba Pre-

fecture—the largest city in Chiba, hosting more golf courses than any other Japanese city and home of the J-

League soccer team, JEF United. 2,000 staff members operate 2,000 computers every day to process the infor-

mation of 280,000 citizens. Between many choices for data loss prevention (DLP) software, Ichihara City chose 

Shinobi Defense System Evolution DLP for its swift implementation, invisibility, detailed logging, and compatibility 

with their high-tech server-based computing thin client environment. 
 

Before You Read: Read about Japan’s “My Number” citizen ID platform and Pension Service hack. 

https://bit.ly/2EBgtmw  https://bit.ly/2GPFtwv 

Ichihara City, Chiba 
Industry Revenue: US$44.6B* 
 
Population: 278,587** 
Area:  368.17 km2 
Staff:  2,062 
 
Computers: 2,094 (Physical) 

   500 (Virtual) 
 
Core Products: Windows 7 
    Server 2012 
    Office 2013 
    SharePoint 2013 
Shinobi Products: 
SDS™ Evolution DLP™ 
SDS™ Tracer 
SDS™ Internet 
SDS™ Manual Encryption 
*As of December 31, 2014 

**As of April 31, 2017 
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The Best Choice to Maintain Operations 

   Prior to deploying Shinobi Defense System, Ichihara 

City’s office held over 2,000 computers already configured 

in a massive Active Directory network. With over 10 million 

files with citizen data in their systems, they needed an en-

cryption solution that did not affect their existing systems. 

   Ichihara’s existing systems and operations relied heavi-

ly on having unencrypted data. SharePoint, enterprise soft-

ware, in-browser previews, and full text search did not sup-

port encrypted files. Their mission-critical software could 

only import unencrypted CSVs. Thus, they needed a solu-

tion that didn’t encrypt files at rest. SDS Evolution DLP was 

the only such candidate that automatically encrypted all 

files when they exited their internal Trusted Zone by default. 
 

Smooth Deployment, Seamless Experience 

   While SDS was being deployed in Ichihara’s systems, 

the IT team was also busy setting up a segmented network 

and thin client environment. Despite these obstacles, the 

SDS deployment was completed in a month without affect-

ing the new setup whatsoever. “We’re very happy with how 

smoothly the deployment went,” said Mr. Kiuchi. 

   Mr. Kiuchi also expressed concerns about the users’ 

experience. “So much change in a single month meant that 

the users would surely face difficulties, and the encryption 

and logging could slow down their computers,” he said. 

Contrary to his worries, however, he told us that he was 

greeted by a pleasant surprise instead: “We explained to a 

representative of each division how to release unencrypted 

files and placed a manual on a shared folder. Since then, 

we’ve had no complaints or questions about SDS, including 

response time.” The automatic encryption and decryption 

allows Ichihara’s staff to exchange encrypted e-mail attach-

ments, ensuring security for internal e-mails accidentally 

sent to outside users. Mr. Ando even sees what little bur-

den the users carry - the use of the Release Folder - as a 

positive. “The Release Folder is the only way a file can leave 

our systems unencrypted. Every time a user releases a file, 

they are reminded that they could be handling sensitive 

data, maintaining a security-aware work environment.” 

Forensics for Advanced Knowledge and Defense 

   Mr. Yoshifumi Ando, Director of the IT Promotion 

Team, mentioned his amazement with the detail in Shino-

bi’s forensic logs. “For example, we can find out the time, 

device, user, process, and the source and destination of 

every single file movement,” he said. “Not only is it great 

for tracking users, but we can also use it to track possible 

cyberattacks.” Ichihara City has used Evolution DLP’s basic 

application and action control features to block and re-

spond against unapproved actions that could be cyberat-

tacks. 
 

Security From a Familiar Interface 

   Finally, Mr. Ando shared with us his favorite feature: 

Active Directory integration. Shinobi’s server manager can 

be integrated into Microsoft Active Directory’s group poli-

cies to set granular security settings for different scales of 

users, from the entire organization to user groups to indi-

vidual users or devices through the familiar interface. 
 

Cybersecurity to Stimulate Growth 

   Ichihara’s systems are in full motion, but they feel that 

they can do even better. Mr. Ando shared with us his plans 

for the future: “We’d like to utilize USB control so that users 

can only use inventoried and preapproved devices. We’d 

also like to dive deeper into log analysis using the Super 

Search Engine (SSE) to monitor our staff’s computer usage.” 

Shinobi made low-profile security  within a segmented, thin 

client, Active Directory environment possible in just a 

month. We will continue putting in our greatest efforts to 

support Ichihara’s pursuit for better data security. 

Case Study 


